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2Topics

• LoRaWAN® Certification Test Tool Now Available (LCTT)

• Collective LoRaWAN® Device Qualification Program (CLDQP) 

• Enhancements of Interoperability test

• Mandating RF testing

• New LoRaWAN1.0.4
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3LoRaWAN® Certification Test Tool Now Available (LCTT)

• LoRa Alliance™ is Developing the LCTT for all LoRa Alliance device manufactures to pre-test their device 
before sending it the Authorised test Houses (ATHs) for the LoRaWAN® Certification testing . 

• It will accelerate the certification process

• Provide significant benefit to LoRa Alliance members

• Will save time and money allowing devices to debug and design finalize prior to starting the formal certification process

• The LCTT is a precertification and regression testing tool

• Used at a device manufacturer’s own facility 

• Will enable manufactures to prove the design a device design before shipping it for formal certification testing.

• The LCTT will have a precertification mode and a debug mode

• Initial release this week for testing in specific regions,

• With full global availability of LCTT and final release September 2019.

• Test tool which will run on a local PC and LoRaWAN Gateway connection for Licence etc. via a central server

• The LCTT will also be made available to the ATHs if they wish to use it instead of their own test harness. 

• DEKRA selected as vendor of LCTT and the tool is based on their LoRaWAN Certification test harness 
which is already approved for LoRaWAN Certifications.
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13LCTT Tool 

• The LCTT will be accessible to download via link on LoRa Alliance 

certification web page at :

https://lora-alliance.org/lorawan-certification

• Bugzilla tracking system being set up to record any issues with the 

tool.

https://lora-alliance.org/lorawan-certification


Creating Valuable IoT Connections |  lora-alliance.org

14Collective LoRaWAN® Device Qualification Program (CLDQP) 

• A significant group of Public Network Operators have collaborated to 

roll-out the “Collective LoRaWAN® Device Qualification Program”

• This will support manufacturers 

• Ensure that devices work as intended

• Significantly simplify and speed up the process required to devices 

connected to their networks.
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15Collective LoRaWAN® Device Qualification Program (CLDQP) 

• Why have they announced this?

• Issues have been encountered with devices not complying to the LoRaWAN® protocols and with 
RF performance. Both are crucial for successful IoT deployments.

• What does it mean ?

• Instead of each network operator having their own device testing, they have agreed to use a 
common qualification process to approve the installation of LoRaWAN® devices onto their 
networks

• What is the process ?

• The network operators have mandated that for any device to be accepted onto their networks it 
must already be :

• LoRaWAN Certifiedcm through the LoRa Alliance certification program using a LoRaWAN version 1.0.1 or newer 
(test mode and continuous wave mode must be supported)

• Interoperability tested using the actual functionality on the device during real network operation (using the App 
S/W) 

• RF Performance tested using the guidelines defined by the LoRa Alliance
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16Enhanced certification program to include Interoperability test

• Why enhance the certification program ?

• Current LA Certification tests concentrates full protocol testing of the LoRaWAN® Specification (using the using the 

Certification Test Application S/W).  

• Operators have seen issues when the device is using the application software during real network operations that is 

not always picked up by the current Certification tests and this is the focus on the Interoperability tests that have 

been identified.

• The operators do not want to do this additional interoperability testing of the devices before allowing them onto their 

networks.

• Device manufactures will not need to wait for their device to be tested on every network before freezing their design.

• What going to change ?  

• Enhance the existing LA Certification tests to include the additional tests that the operators are currently doing so that 

they do not need to do them.

• Include some Interoperability tests are going to be run using only the Device Application S/W.

• The Certification Committee is currently incorporating the tests that are performed by the operators into the 

Certification program
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17New LoRa Alliance™ Certification test stages:

1. Pre-test by device Manufactures at their own locations using the LCTT.

2. Conformance tests Enhanced and run at Authorised test Houses (ATHs) 

- Full protocol testing (using the Certification Test Application S/W)

3. Interoperability tests run at ATH -

- Testing functionality on the device during real network operation (using the App S/W ) 

- New test plan based on what operators are currently using. 

4. RF Performance tests. 
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18Mandating RF testing

• Every device must be tested to ensure that it does not exceed the maximum 

regulatory requirements before being able to be used, but does not state what 

the actual output power and sensitivity are.

• The RF performance is crucial for successful deployments of IoT applications. 

Poor performance due to the antenna designs or sizes results in inadequate 

RF emission power and sensitivity. This leads to inefficient energy 

management in the device and causes network coverage issues as only the 

devices close to the gateway are usable.
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19Radiated RF Performance Evaluation Procedure

• Created by the Certification Committee to a harmonise approach to the measurement of the
Transmit and Received performance of a LoRaWAN® Product.

• Used by the LoRa Alliance™ ATHs or other parties.

• Transmission Performance is measure as EIRP in a full 3D radiation power pattern

• Received performance is measured by detecting the point that the product reached a packet error rate 
(PER) of 10 percent 

• Measurement performed on RX1 and RX2.

• The angle used for the test is from a region
where the antenna gain is stable. 

• Tested Devices displayed on the LoRa Alliance
website (Manufactures may declare results or 
give contact details to obtain them.)

• RF Performance test Mandatory as part of the 
LoRa Alliance EU863-870 Certification from July 2019 .
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In Scope

• Normative Cleanup

• Specification and Behavior Clarifications
• ADR

• JoinEUI vs AppEUI

• Class B/C receive windows

• CFList Error handling and restart behavior

• 32 bit FCnt only

• Retransmission behavior

• MAC Command processing/response

• ABP FCnt requirements (persistence required)

• DevNonce increments

Out-of-Scope

• New MAC commands

• New key hierarchy

• New MIC calculation (split MIC)

• Handover Roaming features

• LW 1.1 protocol identifiers

• Issues that introduce compatibility problems

To be released soon with certified reference stack and the certification program 

• Devices currently deployed (and earning revenue) are based on the LW1.0.x platform and this will continue for 

the foreseeable future, especially for those device/services that don’t require handover roaming (passive 

roaming is supported on LW1.0.x).

• LW1.0.4 is an update to the L2 specification to clean up the LW1.0.x and resolve LoRaWAN® ambiguities.
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